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Critical infrastructure and its safety managan ent
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Abstract Critical infrastructure ( CI) safety systen is a canplex and highly inter-dependent and networked
sociattechnical systen which, if dismpted or destvyed would have a serbus impact on the health safety,
security, or econan icwell-beng of people and / or the eflectwe function ng of governments Ths paper is de-
voted to the study of the architecture of the Cl safety systam and problems in itsmanagement W e present the
architecture of the newotked C1 systan along with its d isasterm anagement systen, inwhich he system is de-
scribed w ith the notion of view, and the generic process of he disastermanagen ent Alsq it d scusses how to
apply the systams engneering appwach to analyze and smulate the newoiked CI systen, and how to fnd the
underlying weak parts and efficientways to inprove then. Fmnally we show the usefihess of the architecture
by outlining a general procedure for disaster m anagement which is systen atic and ratbnal

Key words critical nfrastructure socio-technical systans modeling architecture



